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Data Processing Agreement in accordance with Art. 28 GDPR

dab: Daten — Analysen & Beratung GmbH

1. Subject matter and term of the mandate

(1) Subject matter

Insofar as the customer orders software as a service (“SaaS”") or an on-premises ser-
vice, data processing shall consist in hosting the customer’s data and providing the
software solution. The subject matter of the mandate is determined by the cus-
tomer’s order, the performance agreement and the applicable terms and condi-
tions of contract of dab: Daten — Analysen & Beratung CmbH (“dab”).

(2) Term
The term of the data processing matches that of the performance agreement con-
cluded in each case.

2. More specific details on the content of the mandate

(1) Nature and purpose of the data processing envisaged
1.1. SaaS solution:

The Saas solution is a cloud-based application provided to the customer via the
Internet. dab: Daten — Analysen & Beratung GmbH is responsible for hosting, main-
taining and providing the SaaS solution. The data is processed within the cus-
tomer's Microsoft tenant. It is not hosted on any servers belonging to dab: Daten -
Analysen & Beratung GmbH.

1.2. On-premises:

Under the on-premises version, the software is installed and operated directly on
the customer's IT infrastructure. The customer is responsible for the maintenance
and security of the hardware. Data is only processed and stored on the customer’s
systems. The provider shall only process customer data to the extent necessary to
provide support and maintenance services, e.g. for troubleshooting purposes.

1.3. Delivering training

The data processing agreement covers extensive training services designed to
make it easier for customers to use relevant systems and tools efficiently. These in-
clude SAP training on what data is required for specific processes, how this data
can be traced in SAP and what transactions can be used to trace it.
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The data processor also offers application training on its own tools and on the third-
party tools that it sells. This training is designed to teach participants the specialist
knowledge that they need in order to make the best possible use of the tools. Par-
ticipants who complete the training receive certificates that record and confirm
their newly acquired knowledge.

1.4 Maintenance

Maintenance services cover regular updates to the software, troubleshooting, in-
stalling security patches and ensuring the availability and performance of the plat-
form.

1.5 Support

Support also includes helping to locate fields and tables in SAP in order to ensure
optimum underlying data. In addition, standard analyses are adapted in line with
specific customer needs in order to meet individual requirements. The services also
include installation support in order to ensure smooth operation. Another focus is
preparing data and displaying it in visual form in order to illustrate complex inter-
relationships in an easy-to-understand way. Furthermore, the data processor sup-
ports customers with governance, audit, risk and compliance processes within their
company and, as requires, implements third-party software that it sells.

1.6. Services

The data processor provides several services. These include formulating custom-
ised analyses and interpreting and explaining analysis results. Another element is
the development of extraction logics in order to obtain relevant information from
the available data in a targeted way. Strategies for data analysis and data extraction
are also developed in order to gain valuable insights from the data. Finally, the data
processor carries out process analyses and uncovers potential for automation in or-
der to optimise company workflows and make them more efficient.

(1) The contractually agreed data processing shall only be provided in a member
state of the European Union (EU) or in another signatory state to the Agreement
on the European Economic Area. Any outsourcing to a third country requires
the customer's prior consent and may only take place if the specific criteria un-
der Art. 44 ff. of the EU General Data Protection Regulation (GDPR) are met. The
criteria shall be deemed to have been met if standard contractual clauses (Art.
46(2)c and d GDPR) have been agreed in the relevant module and evidence of
them have been provided at the customer’s request.
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(2) Type of data

The processing of personal data relates to the following data types/categories:

Personal master data
Surname

First name
Address

Date of birth
Length of service

O O O O O

¢ Communication data
o Phone number
o E-mail address
o Mobile number

Contract billing and payment data
o Bank details
o Payment transactions (incoming and outgoing)
o Billing data
o Balance

Customer history / Supplier history
o Customer relationship since
Order overview
Customer number
Supplier number
VAT ID number
Commercial Register entry
Authorisations to represent
Named contact and their contact details

O O O O O O O

e Planning and management data

o Taxtypes
o How taxis paid

e User names
o First name and surname
o E-mail address
o Authorisation concept
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(3) Categories of data subject

The categories of data subject affected by the processing include: employees of the
customer; customers of the customer and employees of customers of the cus-
tomer; other business partners/suppliers of the customer; employees of other busi-
ness partners/suppliers of the customer; and affiliated companies.

3. Technical and organisational measures

(1) dab dab has made a record in Annex 1 of the implementation of the necessary
technical and organisational measures set out before the mandate was
awarded. dab and the customer agree that the technical and organisational
measures recorded in Annex 1 provide an adequate level of protection in accord-
ance with Art. 28(3) c and Art. 32 GDPR, particularly in conjunction with Art. 5(1)
and (2) GDPR.

(2) The technical and organisational measures are subject to advances in technol-
ogy and further development. In this respect, dab is permitted to take alterna-
tive appropriate measures. In so doing, however, the level of security afforded
by the agreed measures cannot be allowed to be undercut. Any significant
changes must be documented.

4. Rectification, restriction and erasure of data

dab may not rectify, erase or restrict the processing of the data that it processes
under its mandate on its own initiative; rather, this requires a documented in-
struction from the customer. Insofar as a data subject contacts dab directly in this
regard, dab shall pass this request on to the customer without delay.
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5. Quality assurance and other obligations of the contractor

As well as complying with the provisions of this data processing agreement, dab
also has statutory obligations in accordance with Art. 28 to Art. 33 GDPR,; in this re-
spect, it guarantees compliance with the following requirements in particular:

a)

d)

Appointing a data protection officer (DPO) in writing who will carry out
their duties in accordance with Art. 38 and Art. 39 GDPR. Their up-to-
date contact details are clearly visible on dab's website.

Maintaining confidentiality in accordance with Art. 28(3)(2)b, Art. 29, Art.
32(4) GDPR. To perform its work, dab shall only use workers who have
been obliged to maintain confidentiality and already familiarised with the
privacy and data protection provisions relevant to them. dab and any per-
son reporting to dab who has access to personal data may only process
this data as instructed by the customer, including the powers granted
under this agreement, unless they are legally obliged to process it.

Implementing and adhering to all the technical and organisational
measures required for this mandate in accordance with Annex 1.

As far as possible, helping the customer to fulfil their obligations to re-
spond to requests from data subjects in accordance with Art. 12 to Art. 22
GDPR by means of appropriate technical and organisational measures.

If requested, dab and the customer shall cooperate with the competent
supervisory authority in the performance of its duties.

Notifying the customer without delay of any inspection activities and
other measures by the supervisory authority insofar as they relate to this
mandate. This also applies insofar as a competent authority is investigat-
ing dab as part of administrative infringement or criminal proceedings
regarding the processing of personal data under this agreement.

Insofar as the customer, for their part, is subject to an inspection by the
supervisory authority, to administrative infringement or criminal pro-
ceedings, to a liability claim by a data subject or a third party, or to any
other claim in connection with the processing of data by dab under this
agreement, dab shall support the customer to the best of its ability.

Ensuring that evidence of the technical and organisational measures can
be provided to the customer within the scope of its powers of oversight
under Clause 7 of this agreement.
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6. Subcontracting

(1) Subcontracting within the meaning of this clause means any service that relates
directly to the provision of the principal service. It does not include ancillary ser-
vices that the contractor uses e.g. as telecommunication services,
postal/transport services, maintenance and user services, or any other measures
to ensure the confidentiality, availability, integrity and resilience of the hardware
and software in data processing systems. Nevertheless, the contractor shall be
obliged to agree appropriate, legally compliant contractual provisions as well as
control measures to ensure the protection and security of the client’'s data in the
case of outsourced ancillary services as well.

(2) dab may only commission subcontractors (additional data processors) after ob-
taining the express documented consent of the customer.

a) The customer consents to the following subcontractors being commis-
sioned subject to a contractual agreement being entered into in accordance
with Art. 28(2) to (4) GDPR:

Subcontractor Address/Country Service
dab: data driven Hans-Obser-Stral3e 12, Software development,
services GmbH 94469 Deggendorf, software maintenance and
Germany extended support services
Microsoft Microsoft Corporation IT infrastructure for hosting
One Microsoft Way dab Nexus Loom, processing
Redmond, WA 98052-6399 | payments via Azure
us Marketplace, IT infrastructure
for running dab Nexus as a
managed app on Azure

b) An existing subcontractor may be changed provided that:

- dab notifies the customer in text form with reasonable notice (at least
three weeks) that this kind of outsourcing to subcontractors will be tak-
ing place, and

- the customer does not raise an objection with dab in text form within 14
days of being notified, and

- it is based on a contractual agreement in accordance with Art. 28(2) to
(4) GDPR that imposes the material obligations under this data pro-
cessing agreement on the subcontractor.
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(3) Personal data pertaining to the customer shall not be transferred to the sub-
contractor and the latter shall not commence its activities until all the require-
ments for subcontracting have been met.

(4) If the subcontractor performs the agreed service outside the EU/EEA, dab shall
ensure permissibility under privacy and data protection law by suitable means.
The same applies if service providers within the meaning of paragraph 1 sen-
tence 2 are to be used outside the EU/EEA.

(5) Any further outsourcing by the subcontractor requires the customer’s consent
(in text form as a bare minimum) in accordance with Clause 6 paragraph 2 b);
the material provisions under this data processing agreement are likewise to be
imposed on the additional subcontractor.

7. Monitoring rights of the customer

(1) The customer has the right to carry out inspections or to have inspections car-
ried out by inspectors to be named on a case-by-case basis. The customer has
the right to satisfy itself of dab’s compliance with this agreement in dab’s busi-
ness operations by means of inspections, which must generally be announced
in good time. Inspections are to be carried out during dab’s usual hours of
business and designed so as to cause as little disruption as possible to business
operations. dab can make the performance of inspections contingent on the
inspector signing a non-disclosure agreement first.

(2) The contractor shall ensure that the client is able to satisfy themselves of the
contractor’'s compliance with its obligations in accordance with Art. 28 GDPR.
dab, as the contractor, undertakes to provide the customer on request with the
information required for monitoring and inspections and, in particular, to fur-
nish evidence that the technical and organisational measures have been imple-
mented.

(3) Evidence of such measures, which do not only relate to the specific mandate,
can be provided by furnishing appropriate certificates and proof such as an ISO
27001 certificate.

8. Notification in the event of infringements by the contractor

(1) dab shall help the customer to comply with the obligations stipulated in Art. 32
to Art. 36 GDPR regarding the security of personal data, reporting obligations in
the event of data breaches, data protection impact assessments and prior con-
sultations. This includes:
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a) Ensuring an adequate level of protection by means of technical and or-
ganisational measures in accordance with Clause 3

b) The obligation to disclose breaches of the protection of personal data to
the customer without delay

c) The obligation to help the customer fulfil its duty to provide information
to data subjects and to furnish them with relevant information in this re-
gard on request

d) Helping the customer on request to conduct data protection impact as-
sessments by making the necessary information available

e) Supporting the customer on request within the scope of prior consulta-
tions with the supervisory authority

9. Powers of the customer to issue instructions

(1) Within the scope of its data processing, dab shall only process personal data on
documented instructions from the customer unless it is obliged by EU or Ger-
man law to undertake processing; if so, dab shall notify the customer before
processing unless the law in question prohibits such notification on important
grounds of public interest.

(2) The customer shall confirm any instructions given verbally without delay in writ-
ing or text form.

(3) dab shall notify the customer without delay if it believes that an instruction goes
against applicable privacy or data protection regulations. dab is entitled to hold
off following the corresponding instruction until it is confirmed or modified by
the customer.

10. Erasure and return of personal data

(1) Data is not to be copied or duplicated without the customer’s knowledge. This
does not apply to backup copies insofar as they are required in order to guaran-
tee correct data processing or to data that is required in order to comply with
statutory retention obligations.

(2) After completion of the contractually agreed tasks or earlier if requested by the
customer - but no later than when the performance agreement comes to an
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end - dab shall hand over to the customer all documents, all created results of
processing and utilisation, and all data files relating to the contractual relation-
ship that have come into its possession or, with prior consent, destroy them in
compliance with privacy and data protection law. The same applies to any test
and waste material. The erasure log must be presented on request.

(3) Documentation that serves as evidence of correct data processing in accord-
ance with the mandate must be retained by dab after the agreement has come
to an end in line with the relevant retention periods. dab may give this docu-
mentation to the customer at the end of the agreement and, in so doing, dis-
charge its obligations in this respect.

Annex: Our technical and organizational measures (TOMs) can be found at the fol-
lowing link: www.dab-europe.com/en/gtc/
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